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Network Learning - Global Network Effect
Benefit from the global collective intelligence of 34,000+ sites in Sift Network of Trust 

sift.com
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Agenda

Two-Sided Fraud

Marketplace Metrics

Reactive v. Proactive Approaches



Sift Confidential

A one-sided model that only 
supports “buyers”

Merchant

● Traditional Retail

One-Sided v. Two-Sided

A one-sided model with a 
additional two-sided model.

Hybrid

● Amazon

A two-sided model with both 
“buyers” and “sellers”

Marketplace

● Etsy / eBay
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Two-Sided Fraud



Scenario 1 - Fraudulent Buyer
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Scenario 1 - Fraudulent Buyer
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New Account Fraud

Account Takeover

Merchant Impersonation



Scenario 1 - Fraudulent Buyer
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Account Takeover

https://docs.google.com/file/d/1ZotgDen44ICk4bBBoCPQBS4qI-cjMa2C/preview


Scenario 1 - Fraudulent Buyer
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Merchant Impersonation



Scenario 2 - Fraudulent Seller
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Scenario 2 - Fraudulent Seller
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Merchant Fraud

Misrepresented Merchandise

Closed Loop Fraud



Scenario 2 - Fraudulent Seller
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Merchant Fraud



Scenario 2 - Fraudulent Seller
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Misrepresented Merchandise



We Now Interrupt Scenario 2 for a Brief Digression
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Scenario 2 - Fraudulent Seller (and Buyer?)
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Closed Loop Fraud



Scenario 3 - Everyone is a Trusted User
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Employment ScamPhishing ScamFake Website



Scenario 3 - Everyone is a Trusted User
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Triangulation Fraud



Marketplace Metrics



Impact on Trusted Users
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Number of scam listings removed and/ or spam messages hidden

Good

Better

Reduce the views/ impressions of scam listings and/ or spam messages



Impact on Trusted Users
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Impact on Trusted Users
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Reduce number of spam messages successfully sent

Good

Better

Reduce the amount of spam received by most active users



Impact on Trusted Users
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Impact on Trusted Users
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Collect and improve NPS score that gauges trust in marketplace

Good

Better

Making experiencing fraud the BEST NPS score in the entire company



Reactive v. Proactive 

Approaches



Proactive Approaches
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Phishing Attack

Account Takeover

Closed Loop Fraud

http://www.youtube.com/watch?v=X_pRsSM_sXQ
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What does a holistic solution look like? 

 Reporting

Workflow and Rules Automation

High-Volume Digestible Data Ingestion

Machine Learning

 Analyst Tools and Feedback
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Machine Learning

Transaction

Identity
Behavior

Similarity

Machine Learning
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High-Volume Digestible Data IngestionHigh-Volume Digestible Data Ingestion

● name
● address
● phone number
● email address
● date of birth
● identification information
● personal preferences
● payment card information
● purchase and ordering information
● demographic information
● location information
● navigational information
● transactional information
● device information 
● audio and video information 
● cookies
● web beacons
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Dynamic Friction
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Sift Score

ATO Login Risk Score

Manual review / CS follow up for high-value users
Rules-supplemented (e.g. Account age > X + Sift score > Y)

Bottom 90% scores
No friction

~90%-98% 
scores
Notification

~95% scores
2FA High Risk Activities

~98% scores
2FA on Login
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Machine LearningMachine Learning Analyst Tools and Feedback

User Story
(session 
history)

Single
Dashboard

Signals 
(positive, 
negative, 
neutral)

Network 
View

(shared 
variables)

Ability to 
Take Action
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How to Win at Scale

 Reporting

Workflow and Rules Automation

High-Volume Digestible Data Ingestion

Machine Learning

 Analyst Tools and Feedback



Questions?

ballen@sift.com
https://www.linkedin.com/in/brittanylorenallen
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