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Network Learning - Global Network Effect

Benefit from the global collective intelligence of 34,000+ sites in Sift Network of Trust
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Agenda

Two-Sided Fraud

Marketplace Metrics

Reactive v. Proactive Approaches




One-Sided v. Two-Sided

Merchant Marketplace || Hybrid

A one-sided model with a
additional two-sided model.

A two-sided model with both
“buyers” and “sellers”

A one-sided model that only
supports “buyers”

e Traditional Retail e [Etsy/eBay

Sift Confidential
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Two-Sided Fraud



Scenario 1 - Fraudulent Buyer




Scenario 1 - Fraudulent Buyer
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Scenario 1

I Account Takeover

Fraudulent Buyer
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https://docs.google.com/file/d/1ZotgDen44ICk4bBBoCPQBS4qI-cjMa2C/preview

Scenario 1 - Fraudulent Buyer

ant Imperso

amazonsupport.nyc

amazonsupport.io

amazonsupport.space

amazonsupport.us.com

allamazonsupport.com

newyorkamazonsupport.com
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Scenario 2 - Fraudulent Seller

61% of consumer respondents say
the #1 giveaway that something is
a scam is an offer that appears
“too good to be true!

13



Scenario 2 - Fraudulent Seller

&=

L———




Scenario 2 - Fraudulent Seller

.Aerchant Frauc.

Central Cannes Luxury Villa 7 Bdr
Apartment - Entire home/flat

Book It Contact Host

15



Scenario 2 - Fraudulent Seller

16



We Now Interrupt Scenario 2 for a Brief Digression




Scenario 2 - Fraudulent Seller (and Buyer?)

With $2.4 Billion in Transactions, NFT
Market Defies Expectations in Second
Quarter of 2021

BY SHANTI ESCALANTE-DE MATTEI July 21,2021 10:56am f

DraftKings shares plans for launch
of NFT collectibles marketplace

Lucas Matney @lucasmtny / 4:23 PMEDT + July 21,2021 Comment

l Closed Loop Fraud

NFTs may outlast physical art
galleries, says famed British artist
Damien Hirst

PUBLISHED WED, JUL 21 2021.9:44 AM EDT | UPDATED WED, JUL 21 2021.12:21 PM EDT

W KevinStankiewicz ~ suage f ¥ in &
@ i

g
KEY *® “You look at what's happening in NFTs, and you can kind of see the galleries IIIIII
POINTS disappearing before you see the NFTs disappearing,” famed contemporary artist NYsE

Damien Hirst told CNBC.

* Hirst appeared on “Squawk Box” to discuss his NFT collection called “The
Currency.”

® “ljust think anything that looks good and feels good, and makes you feel good, you
know, it's good art,” Hirst said. “It doesn’t have to be in a gallery.”
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Scenario 3 - Everyone is a Trusted User

19



Scenario 3 - Everyone is a Trusted User

Survey Says: Consumers
flag the top 5 spammiest and
scammiest places online

Social media 61%
@G

Classifieds 28%
-

Dating sites 24%
P o, o

Marketplaces 21%
—

Crowdfunding sites 15%
]

=

lriangulation Frau'

N
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Marketplace Metrics



Impact on Trusted Users

Good

Number of scam listings removed and/ or spam messages hidden

Better

Reduce the views/ impressions of scam listings and/ or spam messages

22



Impact on Trusted Users

Fraud Encounters:
Phishing attempts,
scams, and spam

® Scams 59.4%

® |Irrelevant 22.2%
® Toxic 18.3%

® Commercial 1%

23



Impact on Trusted Users

Good

Reduce number of spam messages successfully sent

Better

Reduce the amount of spam received by most active users

24



Impact on Trusted Users

Consumers Prioritize
Trust Over Trademarks

Stop using the site or Stop using the site or service if
service if they encounter  they were successfully scammed
fake/misleading content into sharing personal info

25



Impact on Trusted Users

Good

Collect and improve NPS score that gauges trust in marketplace

Better

Making experiencing fraud the BEST NPS score in the entire company

26



Reactive v. Proactive
Approaches



Proactive Approaches

l Phishing Attack l
. Account Takeover .
l Closed Loop Fraud l

dHE

#185:Bailun304335634
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http://www.youtube.com/watch?v=X_pRsSM_sXQ

What does a holistic solution look like?
Reporting
Analyst Tools and Feedback
Workflow and Rules Automation

Machine Learning

High-Volume Digestible Data Ingestion




Behavior

Identity

o @
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L @
© .| @
.
Similarity

Transaction

Machine Learning

[ Email =

S

Password &=

—

Forgot your password?

Log in

@) Continue with Facebook

OR

Continue with Google

sift.com



High-Volume Digestible Data Ingestion

name
address

phone number

email address

date of birth

identification information

personal preferences

payment card information
purchase and ordering information
demographic information

location information

navigational information
transactional information

device information

audio and video information

Device ID & call information v
Google Play cookies
..... web beacons

S i ﬂ' sift.com

O ¥4 u 103

United Airlines

needs access to

Identity v
Calendar v
Location v
Phone v
Photos/Media/Files v
Camera bl

Wi-Fi connection information v

© 4 & @ ¢ © & o

Bluetooth connection information v

=
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Event Volume

Dynamic Friction

Bottom 90+ scores

No friction

ATO Login Risk Score

~ o/ — o,
90 o 98 o Manual review / CS follow up for high-value users
SCores Rules-supplemented (e.g. Account age > X + Sift score > Y)

Notification
~95¢, scores
2FA High Risk Activities
~989 scores
2FA on Login
0 25 50 75 100

Sift Score

isift ] Sift Confidential siicom



Analyst Tools and Feedback

User Story Single Signals Network Ability to
(session Dashboard (positive, View Take Action
history) negative, (shared

neutral) variables)

sift.com



How to Win at Scale

Reporting
Analyst Tools and Feedback
Workflow and Rules Automation

Machine Learning

High-Volume Digestible Data Ingestion




Questions?

ballen@sift.com
https://www.linkedin.com/in/brittanylorenallen



mailto:ballen@sift.com
https://www.linkedin.com/in/brittanylorenallen

