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What is “Strong Customer Authentication”?

Something Something Something
you know you own you are

Customer need to take extra steps to verify

identity before they can pay online
) @

Itis a set of requirements under PSD2 Password Mobile phone Fingerprint

To meet requirements, banks must rek
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authenticate their customers using at least 2 of Passphrase Wearables Face detection
3 following authentication elements = 0
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Smart card Voice patterns




Why is Strong Customer Authentication required?

There were over 2 million cases

of card fraud in the UK in 2020,
valued at £574m.




Strong customer authentication timeline

EU law sets out what strong European Banking
customer authentication Authority flexibility on
requirements will be SCA for cards ends
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European Banking Authority UK regulator extends delay for European Ecommerce bodies Final deadline for SCA
allows countries to delay SCA card SCA to 14 September 2021 complain to EBA of a 31%card implementation in UK

implementation for cards payment failure rate




How is the card industry dealing with the requirements?

e Lobbying for delays
e Building new technology

® Looking at exemptions from SCA
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What does the SCAcard
payment flow look like?

10+ steps...




Impacts of SCA on the card payment flow

S

More steps for Slower payment
customer to process, between
go through 4-8 minutes

Transaction failure
rate up to31%




According to European
Ecommerce bodies thereare
structural problems with
SCA compliance forcards:

. Consumer 3DSecure (3DS) enrolment with issuers

. Issues with the availability, usability, or

mis-interpretation of the available exemptions - notably

those based on transaction risks analysis.

° Access control server providers are failing to

address issues

° Timing and latency issues between the issuer's 3DS

page and the final payment confirmation page
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Open banking lets us
connect you directly

to a customer’s bank
account via openAPls




Open banking payments

Built to comply with SCA and PSD2
Payments convert up to 40% higher than other
methods such as cards

MERCHANT
Typically with 95% payment success rates BANK




Cazoo
Mobile payment flow withSCA
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Review payment

paend Payment method
Choose your bank

Recommended
Jane Doe

@® Bank transfer

We accept transfers from major UK
banks, except corporate accounts.
Most transfers should clear within
minutes. Limits may apply, check here. ( -A- Z o o WBARCLAYS
One of the most secure ways to
pay ) ’ Payment
Hassle-free. Connect to your ful
bank without entering data successiu
manually Cazoo Limited £6,625.00
No fees per transaction I Payment amount
£6,625.00
Third Party s
Cazoo Limited Confirmation of your payment
was sent by email and is
available on your account page.

Payment Info
wovos e
Face ID

Fiat 500

1.2L Lounge 8V

1. Select the ‘Review your order a
button below

fod & Santander

£6,625 £99/month 2. In the next page, review your
£ et

o fs ,
Show order summary ~ £6,625
Get started <« a5 ®




Open banking withSCA

Payment
successful

g

Head back to AN Other to
complete your purchase

another.

©
Payment
successful




Benefits for merchants

Super slick,
high-converting UX

95%+
success rates

OPEN
BANKING
PAYMENTS

Digitally native,
designed for web and
mobile




Build better financial experiences
with TruelLayer

50% +

Of all open banking trafficin
UK, Spain &Ireland
flows through TrueLayer.

3m +

Businesses and consumers trust
Truelayer to access their
financial data.

(LT ADDITION

100%

Open APl based. No screen scraping, just
secure, reliable, permissioned access to
financial data and payments.

+22%

Payments through Truelayer
convert 22% higher than other
open banking providers.

anthemis NORTHZONE

$180m

Total capital raised from lead
investors.

220+

Growing team with offices in London,
Milan, Dublin, Hong Kong, Sydney and
more to come.

TEMASEK Tencent
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