Payment Abuse in the Fraud Ec? ”
Growth Fueled Risk and Moving Targe
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The Fraud Economy

Fraud vectors are more interrelated than what you
may know
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O YOUR TEAM IS FIGHTING MORE THAN JUST FRAUD
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+29%

YOY increase in payment
fraud attempts

Source: Sift Q1 2022 Digital Trust & Safety Index



49%

Consumers who report to
have fallen victim to
payment fraud

Source: Sift Q1 2022 Digital Trust & Safety Index



Fintech Breakdown:
Fraudsters target digital
wallets, crypto, PSPs

Most fintech providers saw an uptick in attempted payment fraud
between 2020-2021, indicating that fraudsters are focused on areas
with rocketing growth and popularity, like alternative payments and
decentralized finances.

—= =
+121% +34% +29% +24% +6.3%
Fintech Trav.e| + DGS Marketplaces On-demand Digital Wallets PSPs" Crypto Exchanges
hospitality 200 % 169 % 1404

% increase YoY in order volumes by industry, 2020-2021.

Y &

o O

BNPL Loyalty

54 % 3.7 %

*Calculated based on the YoY fraud rates of the PSPS' merchant customers.
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f E The most prevalent form of card-not-present (CNP) fraud for merchants and marketplaces goes
by many names: “clean fraud,” “carding,”“stolen credit card fraud,” “traditional fraud,”

FRAUDULENT “classic CNP fraud,” and others.
PURCHASES

Fraudsters who are either priming a set of stolen credit cards for sale or testing a batch they
@ purchased for validity will leverage bots and automated scripts to do so via a
merchant’s website.

CARD
TESTING




O Alternative Payments: BNPL

(%: MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV  WATCHLIST CRAMER PRO &

PERSONAL FINANCE

Now you can buy now, pay later for
just about everything

PUBLISHED FRI, OCT 22 2021.10:27 AM EDT

-;&T\I_

KEY ® Shoppers can use “buy now, pay later” on nearly every purchase, from ordering in to Fast Mone

POINTS a night out on the town. UP NEXT | Mad M

® However, installment payments could come with a catch.
The story of |

Fo RT u N E RANKINGS v MAGAZINE  NEWSLETTERS PODCASTS COVID-19  MORE v

NEWSLETTERS « TERM SHEET

Buy now, pay later scammers are sharing
their exploits and secrets on Telegram

BY JESSICA MATHEWS
January 28, 2022 9:07 AM PST
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© BNPL Flow

. . Your Profile g A
Gift card or discount code O e
Great, now that we've verified your number,
tell us a bit about yourself so we cando a
secure credit check - it's quick and doesn't
impact your credit score.
Subtotal £102.00 :
First name 0
Shipping Free Jane
Last name
Lee
Total GBP £1 0200 Your identity verification did not succeed, please
— review your details and try again.
Female v
Date of birt
8 2 SECURE !
Credit card visa @ @ and more... r PrOﬁ Ie CHECK

Q Lookup home address.

P Payral now tbat Yve've velrriﬁed your nulmber,

Pay over time with I:l I:l
© Buy now, pay later with l:l I:l

fome address lir

State

After clicking *Reui der”, you will be redirected to Buy now, Postcode
pay later wi 0 complete your purchase securely.




O Crypto Payment Flow

Credit / Debit / Overstock Card

visa @ E

ook
DISCOVER AT Th

Card Number

Exp Month
02Feb v 2022 v cw

Exp Year

“iz%  Overstock Store Credit Card Financing

Buy now, pay later. Pay it off in up to 24 months with the

Overstock store credit card. 'Learn More

P PayPal
Klarna

O ©Obitcoin

BTC

Sift Confidential
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Scan QR code or copy/paste payment address into wallet. 19:30

1 partnership witf

a CoinPayments

Overstock Payment Address:

32q49KSSde37VdeHgPE4sziPZSZiL

Order Total: $58.64
0.00137000 BTC

Have questions? v

| have submitted my payment.

Complete

Thanks for Your Order! Bonus
Coupon!

Order number: #371431071

Activat
Track your order here > ctivate >

We will ship your order once your payment is processed through
CoinPayments.

Shipping Address:
n ] "m " e mm
Payment:

bitcoin Jane Lee in

Manage or cancel your order:
-+ Create an Account



O Traditional Payments Risk

ACCOUNT CREATION LOGIN PAYMENT
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O Alternative Payments Risk

ACCOUNT CREATION
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@ affirm.com (8]
= Shop
Top tech View All
Y &
"A"
Apple Target
AirPods Pro iRobot Roomba e5 (5150)
$249.00 Wi-Fi Connected Robot
As low as $23/mo § Vacuum
$299.99
As low as $28/mo i
Discover New Stores

5:00 al T @)

@ affirm.com

= Shop

Best rates of the weeh

Peloton Nike
% Starting at 0% APR % As low as 0% AF
9 shop the Peloton Tread! Starting at.. ¢{J Up to 40% off Ni

Inspired by your shopping

Peloton Myx Fitness LLC
% Starting at 0% APR % As low as 0% AF
0 Shop the Peloton Tread! Starting at...

5:00

@ affirm.com

Shop

Popular right now

Best Buy
0 Save up to $400 on select Samsung
TVs at Best Buy

Top pichks for you

Mirror
& $200 off The Mirror + free delivery &

D)}
w

=

StubHub
&9 Discover somett

s
-

, dyson

Dyson
% As low as 0% AF

¢ + @ -




@®©CBS NEWS

NEWS v SHOWS v HH Q

Cryptocurrency platform Wormbhole restores
funds after suffering $320 milligalaacl:

BY KHRISTOPHER J. BROOKS

Podcasts Malware Vulnerabilities InfoSec Insiders Webinars

threat ~osii

1.1M Compromised Accounts Found at 17

@et Windows 1l 5G  BestVPNs Cloud Security Al  ZDNetRecommends

|D) MusT READ:  Tech investment is hitting new highs -

Hackers hijacking Instagrar
companies and influencers
ransom

Access to the accounts is being sold for up to $40,000.

@ in @ f M

Written by Jonathan Greig, Staff Writer
on January 25,2022 | Topic: Security

Products How-To News Newsletters Find products, advic Q }

Sift Confidential

Home > News >

2021 Was a Record Year for Data Breaches, But
Scammers Now Have a New Focus

Though the number of individuals targeted via data breaches was down in 2021, the number of data compromises
overall was the highest recorded, according to the Identity Theft Resource Center.

The Why Axis

-
¥ ByEric Griffith January31,2022 § w [d

‘e

sift.com




Accounts for Sale

]

X @ THEMFNPlug - Tapin yn&or lo...

themfnplug.io

| | Prescriptions

Access

Purchase
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Usage Guides

Access

Only buy if you know what you're doing

These are yahoo.com / aol.com registered on

[ |Email Access Accounts

Replacement Policy: | will replace only one
time after that you are on your own. only 2fa
and invalid logins will be replaced.

How to sign in: {
. Go download | App Store / or
google play

. Add your email that has came with the
account

. First try to put the password it might
have the same password if not press
“don’t have password “ then it will say it

Proof of Access Store Lists

11:52 0 @A 73% L 4
FRAUD DETENTION

36 members, 1645 o

@ D Video Chat

I Pinned Message

& . 1of1 2

$554.25

EXTENSION ¢
L1182
Any jewelry store ?

finder.com

Full . US store list for 2021 |
finder.com

See a verified list of US retailers that
accep .n interest-free
payment system that lets you buy
now and pay later — no hidden fees

ttached.
Limited Use Virtual Card VISA =

Copy number

Waiting for purchase

Zzz (ONLINE)
14.10.21 at 10:36 PM

<

W 84%
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Synthetic Fraud

4:35

<« Search

(ochats @ Trap™¥Sauce ¥

15,931 members, 747 online

i Pinned Message #101

I Most of the small states smacking guys If yo... =

#* © 25 2:41 PM

For Background Lookups
Truthfinder

Melissa.com
Familytreenow.com
Nuwber.com
Beenverified.com
Peoplefinder.com

Spokeo.com

HMU: E@trackeﬂz # © 34 2:41PM 4

Most of the small states smacking
guys

If you still filling do these states
Montana

Ohio
Utah

4:36

<« Search

(oChats

@ Trap™§Sauce ¥
15,931 members, 747 online

i Pinned Message #102
i Fname: - - - i

If you still filling do these states

Montana

Ohio

Utah

New Mexico
Maryland
Massachusetts
Missouri
Tennessee
New Indiana

All guides are prepared by me and
imma walk you through if need be.

pm for the guides and fullz
@tracker12

Lets bake some bread guys !!
#* O 3(

Fname:

Lname: i ‘g &
Address: 1R Diigfi
City: .

State: ¥%

Zip: 23430

@ Trap™§Sauce ¥

15,931 members, 747 online

(oChats

i Pinned Message #104

1 Nevada backpay sauce going Direct Deposit... =

X 30 2:42 PM

Fname:

Lname: L ifper=y &
Address: HF = [
City: 1
State: wd

Zip: I'=E

Country: USA
Phone: TRTEFFAT
Email: game=mwatigm =
Dob: Gl
Ssh:

Valid pros w docs n full
background

#* © 36 2:42 PM

Valid pros w docs n full
background o 29243pm A

Nevada backpay sauce going
Direct Deposit or Debit
Any state pro

If you need pros pm
states available

»

4:37

@ GENESIS=
11,435 members, 636 online

(oChats

@intreaxyvsa tar rraa aindance Tl
invited you to this group
YOU Casii it Out #* O 30 2:44 AM

Fresh Bases Added Today , Fire
dumps 101,201,221,220,606...
world wide bins , EUROPE-ASIA-
USA available also D+P,
track1+track2 dumps !

#* O 322:44 AM

For Background Lookups
Truthfinder

Melissa.com
Familytreenow.com
Nuwber.com
Beenverified.com
Peoplefinder.com
Spokeo.com

MHU Admin: @lilfreaky54

#* © 43 2:45 AM
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0:-') CYBERSECURITY DIVE

DIVE BRIEF

NY attorney general probes

widespread credential stuffing, 17

companies affected

Published Jan. 6, 2022

Samantha Schwartz
g8V Reporter




Nov 12, 2021
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Global Fraud Ring Tactics

takeover (ATO

https://blog.sift.com/20:

Pig Butche

22/sift-fraud-alert-pig-
ith

butchering P

crypto/

Create multiple fake dating
profiles/crypto-investing platforms.

o

Target and woo victims on dating apps;
push the conversation off-platform.

Convince victims to invest in fake
crypto platforms; manipulate gains.

Q

Scam victims out of
thousands of dollars; abruptly
cease communications.

= B

Buy/steal payment info
and credentials.

= B
o

Automate huge surges of login
requests against multiple merchants.

Access accounts in seconds;
mine for data/rewards points; make
unauthorized purchases.

= @
o

Compromise merchant security using
automation and exposed data.

Content fraud

Cart Crasher

Use ATO/born-bad accounts;
exploit guest checkout.

o

Create illegitmate fundraising
posts using fake/stolen info.

Automate card testing using fake
accounts/guest checkout; "donate”
with stolen payment info.

=
o

Use verified stolen payment
info elsewhere; solicit external
donations to fake cause.

s B



A Breakdown of Trust

e ATO
Chargebacks
Increased friction
o Reduced engagement
o Reduced customer lifetime value _
o Increased customer acquisition cost
o User churn _
Negative Public Relations
Brand Reputation
Legal
Compliance
Ops, Eng & PM staffing

Sift Confidential
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Mitigation at Scale

@ Reporting

Analyst Tools and Feedback

Machine Learning

High-Volume Digestible Data Ingestion



(ﬁi} Machine Learning

Behavior
Identity
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o Takeaways

%Hﬂbﬂ

account age

Loginsby IP ©

site activity

T device
fingerprint
— @ IP address analysis @==========x==

OOO login locations

g travel velocity
—J
—) f

* + % =1 failed logins

l a' 1

/)

AR R S R R R R R R R R R E RN T

209.107.195.XX 6X riskier
185.147.213.XX 5X riskier
67.199.181.XX 2X less risky

Logins from same IP Address
B ATO Logins [l Non-ATO Logins
100%

25%

B B m_

2-3 4-7 8+

0%

4-7 logins per IP is 4x more likely to be
fraud



O

Extremely Risky / Bots
IF SESSION MATCHES THEN:

Account Takeover Score > 90 Session Looks Bad
Verification
IF SESSION MATCHES THEN:

Account Takeover Score > 70 +  Number of users with the same IP > 30 *** Verification
Security Alert
IF SESSION MATCHES THEN:

Account Takeover Score > 50 +  Days since last login > 30 Security Notification

Everything Else

IF SESSION THEN:

doesn't match any of the above
Session Looks OK

Sift Confidential




Questions?

See our Q1 Digital Trust &
Safety Index for more trends

Kevin Lee Jane Lee
klee@sift.com iane@sift.com
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